Is It Better to Be Suspicious? Investigating the Case of Online User-Generated Content by Zhang, Xiao & Ko, Myung
Zhang et al.       Suspicion Towards Online User-Generated Content 
 
 Twentieth Americas Conference on Information Systems, Savannah, 2014 1 
 
Is It Better to Be Suspicious? Investigating 
the Case of Online User-Generated Content 
Research-in-Progress  
Xiao Zhang 
The University of Texas at San Antonio 
Jerry.Zhang@utsa.edu 
Myung Ko 
The University of Texas at San Antonio 
Myung.Ko@utsa.edu 
Abstract  
Evidence of pervasive deceptive online user generated content (UGC) violates our confidence about what 
other people say on the internet. Suspicion towards this types of UGC is a research area that is not widely 
studied in information system discipline. Different from existing online trust and online information 
credibility literature, our research is based on the assumption that Internet users have already developed a 
certain level of suspicions toward all UGC, and that their cognitive evaluation process evaluating UGC 
credibility will be influenced by their suspicious attitude. Predicated on the three theories of paranoid 
cognition, persuasion knowledge model, and confirmation bias, we propose a theoretical UGC Credibility 
Suspicion Model and suggest five propositions. This model has significant implications for supporting 
current research in online deception as well as practitioners in the field. 
 
